Locating secret messages based on quantitative steganalysis.
Steganography poses a serious challenge to forensics because investigators cannot identify even traces of secret messages embedded using a steganographer. Contrarily, the objective of locating steganalysis is to locate the embedded message, which should help extract the secret message. In this paper, a methodology of locating steganalysis using quantitative steganalysis is presented for multiple stego images with embedded messages along the same embedding path. Three typical quantitative steganalysis methods are applied to the methodology to locate the messages embedded using LSB re-placement. Experimental results show that the presented methods can reliably estimate the embedding positions, which verifies the validity of the presented methodology. The presented methodology points out a new use of quantitative steganalysis, and further demonstrates that it is necessary to design more precise quantitative steganalysis methods.